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Abstract: Attribute-based access control is fundamentally dependent on the secure service attribute calibration of
object sources. Traditionally, the calibration of secure service attribute for textual data has been primarily reliant on

human experts and machine learning methods, yet the efficiency and few-shot ability are insufficient. Moreover, tra-
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ditional approaches have predominantly utilized entities in textual data as service attributes, resulting in coarse
granularity, uncontrollable scale and management level, further leading to the problem of attribute-space explosion.
Thus, a secure service attribute generation mechanism for textual data (IDSAM) was introduced. This mechanism
addressed the aforementioned challenges by transforming the extraction of candidate service attributes, previously a
sequence-calibrated problem, into a controllable-generation problem through instruction learning and in-context
learning. Subsequently, WordNet was employed to achieve semantic deduplication and generalization of the candi-
date service attributes. Concurrently, to prevent semantic loss due to over-generalization, a cosine similarity thresh-
old was regulated, enabling the generation of a service attribute set. Finally, a weighted directed acyclic attribute
graph was constructed based on the similarity between initial and derived attributes within the set, facilitating the
dynamic construction of a secure service attribute library with a controllable scale and adjustable security granular-
ity, in accordance with security control requirements. The candidate service attribute extraction component of the
proposed mechanism achieves an optimal average F'1 score in few-shot experiments on the CoNLL-2003 dataset,
surpassing the baseline model. This positions the mechanism as state-of-the-art. Furthermore, the mechanism is ca-
pable of dynamically mining secure service attributes with adjustable security control levels and controllable scales
to meet varying security management requirements. The experimental results indicate that the proposed mechanism
is effective in generating secure service attributes with the desired characteristics.

Keywords: named entity recognition, attribute-based access control, attribute extraction, few-shot, large language
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Demonstration (D):

Peter Blackburn is a person.
EU is an organization.

Turkey is a location.

British is a miscellaneous------

Demonstration (D):

Peter Blackburn is an entity,

European Commission is an entity,
BRUSSELS is an entity,

NATIONAL LEAGUE is an entity------

K2 IDEMELALS SMIMESRE
Figure 2 Schematic of IDE main tasks and auxiliary tasks

SR RO A
(Kent,ORG, (10,13)) = p(¥'x,)

ERHLEIRE DL ARE T B S {f IDE AL A
RN R Text2Text ) SEAR LT 55 o
222 HBIES

N1 kAL IDE BB IR RE, AT %
T InstructionNER J7 VA& 1) “ SEARSEHL” 48
fE5% . %l BhAT 558 it Text2Text [ 30 5 F £6AT
FILF AT ISR R S5 0 1 2 H A e A SEAA
W 7 THI 52 e IDE B PR o PR Ll 55 s PR A
B AZ O R] CA R AN DT 1T, — 7 T A SCAS
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F A Hy (syns,) T s AT HE, hy, (syns,) &R
syns, (128 7 /> A7 A

WAFAEAE X2 AL RME 6, WA Bk 55 )&
o

A =1{yl(y=syns;)V(y=hy,(syns,)

(cs;;20)),l<sis<k}

R UG A" i SCHALEE K T BIME 6 17
TS RIEEA A, WIS OGS Tz
KMTE L ERA B KBS AT ICE syns, KA
¥146 )& 1, 0 & hy,(syns,) FK 9 syns, #) T 2L
J 1

N T AT B R E IO a ER LSS
JEPEEE A(a), ARSCATHREA TR T AL
DAG B AE K 5 A 4 BIIMBUE 17 6 3 & M
KIDAG(4). HAERUL, BESGATEEEN
W, KRR JE M R E 2 AR R AR T
[A] /)4 )34, 0 hy, (syns, ) 52 syns, i) b A7 3]
WU A7 £ M5 05 syns, ] 55 51 hy, (syns;) KA [
W, es,, NIZIARE, @i EE LR P R
EH AP DAG (A) KR . Hk, @4
BEYMae[1,23,---], BEMK, RxEE
TR, JE PR K, TR M P AR RN
2 B8 34 BCE MK 2 /N BT f B DAG (A4)
fA syns, BYEMI S a - 1 MTERBYE, Wi
Bl R EEEYN a BRI BT
£4(a)-

i 345 J& 4 £ Graph,., 7R B WK 3 s, 406
TR YIRENE, W T SRR IR JE TR
Nz BIMAT AR, AR ERRYIGRES
FOX BEATAE SR VE TR R ARBLRE o S R R
BN B EEAREM R, Ga=1, WA(1)=
{F,G}; Ha=20, WAQR)={bh}; Ha=3
B, A3)={gj}: TSR, W
o =40, (FIREET S F. GRALFENATAEE
PET e, Y A BT 49 5 G s IR 4 40 T
Wedr3E, BIkA4)={c}. RIHET 245
JE PR A R ARAD

®1 RE2WFEMHEERMHKD

Table 1

Pseudo-code for the generation of security service attribute set

BNy GRS R A Al R A

1) Syns = setO // FIAGAL A AL iR SR &

2) Syns = Synonyms (y;) // 183 WordNet 5’7’6@)&[1"]@5(@%%: HZBRICARIA

3)Hyps = setO) // HIaHtk LArid G4

4)For si in Syns:

5)  hypi= Hypernyms(si) // SREL[A] Ll S sp &S0 3K si 9 AL SE 4

6)  For hy in hypi:

2 cs_value = Cos_Sim(hy, yj’:) / W‘(QL'\ﬁ'ﬁy;'i hy [H] IR 52 AH AL E

8) if cs_value > 6: // AR KT B RS

9 Hyps.add(hy) // 755G A5 (1 _LALR 7R N B FALRAE S b

10) A = Union(Syns, sort(Hyps)) // FAHEAHBLE K /NHE A J5 (1 b A B2 5 [ A7 i SR ARl &, i a0l 55 IR M 52

11DDAG (4)=build_attribute_graph(A) // F| Fl Neodj B 37 J& 4 4 (AL DAG J& P& 1%
12)4 = infer_attribute(DAG (A),a) // T& 82 45 75 3R o W 1 ) b HE 28 H 1 Je 1k P

13)return 4
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Figure 3 Schematic of candidate attribute set Graph -,
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AR ML FA T BE IR £ BT EE 23 B IDSAM
i N TAER Z R, I 4 B S5 A few-shot
SIS T T A IDSAM [l 45 J@ v (B sk
) FEEUERE, FFIGUE WGA B P HEHRE
3.1 FWRE

(D P TERR

AICKRH T H LR % (Precision) .
[ 2% (Recall) J F1 %340 (Fl-score) EANTFIN
fabr. ASCUHE T R MY (TP, &
FHPE (FPY. HEFAME (TND RRBAM (FND 1
. IXRLPEN IR AR T T (3) ~ 3 (5)
Frome BT F1 53 E0Rens 5N L5 &t s Bess Y 1)
WifR S E R E, FIEARTFELES U F 503
RFEUEFAT VR o “ SEARTR A BT 55K H
Span-F1 3L fEREAT PR (B 2R S5 SR ) « 5k
PRI Hoy JEATHE R RD . RS E A S IR
P35 25 FUs AT v

.. TP
Precision = TP + FP 3
TP
Recall = m (4)
Precision-Recall
Fl-score=2- Precision+Recall ©)

(2) Hfse

VAN BT MLI7E 22 4k 45 Ja M2 98 75 T 1
RO, ARSI FH NER A 70408072 v FH R [ 25
CoNLL-2003 5 #E 48 4R AT 240 . 2B 4R B
BT SRS RS R B AE R, SR
R4,

1) A% (PER): AN GRR4AFK.

RIS FE TR A5 0 B SCA KR 22 4l 55 I P2 L -89+
2) {14 (LOC): Hu¥EAL H ol A5 .
3) A% (ORG): WA WLk, Hk
HIRE,

4) HAth (MISO): BT 3 RSN HABSEI A4,
CoNLL-2003 LM LIS Bk 2 fs.

2 CoNLL-2003 #IEERIEHIER
Table 2 Details of the CoNLL-2003 dataset

AE/TE AU bR YIsE  NEKE
CoNLL-2003 B =] 4 1.4x10*  3.5x10°

(3) SLIRIFET

S8 K H Windows 10 248 Pytorch 1. E 44
A Pycharm £ N FF & °F &5, K #& Nvidia Titans
GPU #EAT 3.

4 %

S5 K FH T5-large 1F 4y 25 B AL A7 .
SEIGHERFNBL 3 A E N 2 4. 6, BEALR A
AdamW A6 25, JF K H 58 X CrossEntropy-
Loss TE TR BREL, 2 2] R B E 2107, HIR
BRSSP WE N2, DEREEZ Mg R, £
EMESI T, AP HE N 20028
3.2 XJEEordR

AR MFEARBEAS . HORKE S WL R S T7
IfF IDSAM 5 i N TARREAT TR B, k3
FrRe ARSCHHRALEERH T 510 TE T2 AE
PIEARERZL, FEHS T2 2B Z R i r &
PEFRI . [FII,  ASTHLHIR FH o 2nFE o K5 )
(1) fine-tuning, RENEIESIANE N ISR . £RGTT
5 AV 7 TH B RE I 3358 T N L) .
3.3 2B

£ IDSAM SE AR 42 JCHS 43 (1) 4 fh B s v
AL B LAY R

) % T 7 5 b 09 77 ¥, 45 Yang
250261 BOND[?7,, TENNER!'}\ LC-BERT 5
LC-BART™,

2) & T BART #4 # prompt £ #& ] Tem-
plateNER %],

3) K H 2 50 RO (PEFT,  parameter-
efficient fine-tuning) AL LightNER %,

4) 5£F BART 42 1077 BARTNER!Y,

5) T “HRAHIEEE )7 BI2INERPILH
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Table 3 Comparison between IDSAM and previous works
ML Bin BRI few-shot fine-tuning Ja R B R A

Alohaly %! CNN e FR& e I# & Anrgz

Liu %0 BERT-TF-IDF-BiLSTM P S AH% e I 7 ANAIHE

Heaps 2! BERT e REK T [# 5E R

Bao 251 BERT-Att-BiLSTM Gy KR4 e 5E ENIE
IDSAM TS Ak A% T Al AR

kXSG, BT DAEE A (i By T IDSAM
R4 BN ER IPERER I

SNBSSt BT R 4 o, W LLEH,
SR IDSAM 4% few-shot i1, (HEAES M
BNGHAT, HMERERKARRIML T . M5
PREMJTE, IDSAM 7 AIHAS 1 1.44%. 14.93%.
0.88%- 0.48% £ 1.61% M4 Je % A LA H
prompt {] TemplateNER, IDSAM 2 T 0.31% )
%G, SHLHIARUR 2INER L, IDSAM /R B
T LS% PR, X2 T 2INER #i 4K A T
CORTYPEH AR A TR AR TS, i
22 10 4 B AR 45 4 B 1 2R AR 454 R T e A T3
SR 5K H] PEFT ) LightNER #HEL, IDSAM % 5
0.72%, {HLZiAKE, IDSAMEHAE, H4R
BN BRI S .

x4 2B LWERITEE
Table 4 Comparison of fully-supervised
experiments results

T HAR AR Fl1 Span-F1
Yang %20 FHIRRE 90.77%(1.44%) —
BOND FHIbRE  77.28%(14.93%) —
TENER FHRRE  91.33%(0.88%) —
LC-BERT FHIRRE  91.73%(0.48%) —
LC-BART FFHIRRE  90.60%(1.61%) —
TemplateNER prompt 91.90%(0.31) —
LightNER PEFT 92.93%(-0.72%) —

BARTNER PR - (913_ '722‘%

2INER B4+ HBE 90.71%(1.5%) (913_ 6933;?)

IDSAM 54 + 1558 92.21% 94.96

3.4 few-shot SLI&TF(E

IR S A bR U ) k-shot NER BB P %t T
FEPR AR, MR EE Bl B B & AN 2R
2 T IIZRER 4 TR R A D B £ ik
TAE, Hrbhke{10,20,50 Y. [AIEF, 4%t
KA SEAR,  NEHE S BEALIE BN A 524k LA
A& D, Ne {1,510 }.

SEG oK IDSAM 5 3 T & 7 AR T
prompt J7 % ) J1 28 H AL s I U7 vk AT T
E

D EFEEM % A3 BERT-tagger B2
A1 StructShot!'l, BERT-tagger UL BERT Jy % F 15
IR 4y 32052, StructShot 2K H viterbi
T LS

2) F:T prompt 17775 fL%5 BARTNER #l
EntLM. EntLM X A JC #% # hard prompt i 1t
TR,

few-shot S 3G &5 WX L AR S frx, I N
WHENS, kMEE10. 20, 50, IDSAM [
F1 53 BUM 8% 48 17 51 b5 7€ 77 2 1) BERT-tagger
Iy R T 6.42% . 2.29%. 0.59%, % StructShot
W2 B4R T 3.96% 1.44%. —0.94%. 5%
FH A B 32 7 B TemplateNER A H, IDSAM ()
F1 80 33 m T 847% 4.57%. 1.08%.
5 BARTNER # tt, IDSAM & tH T 16.50% -
8.55%. 1.09%. #H%# T EntLM, IDSAM 4 5l
B 1.54% . 1.43%. 0.13%. [F, it 5%t
AR P BT LE S, ETHE4
A R ) 4 B 3R 7 1 IDSAM 7 few-shot |
¥ AR AT 55 R LA T AR, B AR AR A

.
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S AR B 2 Al 55 S Ak A L <91

=5 few-shot UL LERNTEE
Table 5 Comparison of few-shot experiments results

F143%1
TEA

k=10 k=20 k=50 FHE
BERT-tagger ~ 59.91%  68.66%  73.20% 67.26%
StructShot 6237%  69.51%  74.73% 68.87%
TemplateNER  57.86% 66.38% 72.71% 65.65%
BARTNER  45.70%  62.40%  72.70% 60.27%
EntLM 64.79%  69.52%  73.66% 69.32%
IDSAM 66.33%  70.95%  73.79% 70.35%

35 BUHERER

1E WGA B RSEE AT, %O AT 552 B0 IE
HAZ a5 Rz AR R I RE 1 K AEAN ]
GATOR N a2 NS5 /I RIEE 1. ¥ IDE
SR )y RS N WGA BEAT 5258, PSR
B [t B VA EAE N Neodj A il 2 4\l 55 & 1
BEAT ATAALEGIE, 133k B YE DAG. ik )& it
DAG #1437 s ML an B 4 vz, Hodr i 8715 R
NG B I A, BB R RN R AT A SR

w AR O SR RA R e S RIS

K4 ik e DAG 419 AT AL
Figure 4 Visualization of nodes in the DAG of candidate attributes
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(b) T % A PR I P A P
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5 AFRRAEEEGH TSR EE AT L

Figure 5 Visualization of service attribute set under different security control levels
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SEERUE B, WGA BB TE A A % 4/ K1
B AR FERE A . BT SAS E
7 1) 48 ) B $ A 2 % 1) J 1t S P IR %S

4 LR

Pl & 45 G IDSAM f5 24 RE 1 52
ARCHEAT TR .
4.1 I5DITIDSAM MHEERISZNN

JREGAIE TAT D % IDSAM T B (R 5200, A S2it
MR T LB 15 D, B % A AR 8 TS-
large 11 BE. IDSAM 5 T5-large 325645 S5 Lk
mFE6 R, MHZ T, N=5iF, IDSAMZE3Fh
FEAE B R 43 79 & 10.53% 7.35% F15.19%,
VLR “H8 4+ Jridifa, BLALRe 0 Uk
B R ARAT 25 (0 2 S, AT IRTS BE AL S P e

%6 IDSAM 5 T5-large BISLIG 45 R X EE

Table 6 Experimental results comparison
between IDSAM and T5-large

N F1534%
it
k=10 k=20 k=50 I
T5-large 55.80% 63.60%  68.6% 62.67%
IDSAM 66.33% 70.95%  73.79% 70.35%

4.2 DXTIDSAM MEEEHISZIR
ARTTIRNIRGT D S SRR 4345 B R o
5, WHIEIDSAM EANIN D 5 AN DI

PEREX I . IDSAM 5 InstructionNER ) 5256 45

XN 7R, M T AR T4 45 W

InstructionNER, #15 D i IDSAM K] F1 7F N=5.

k=10 20 B 43 HI 25 T 5.03%- 3.75%; {XAE k=

50 K , InstructionNER [ £ f& 4l % IDSAM

2.51%; M F133CkE, IDSAM LL2.08% )

1 #4851 58 T InstructionNER. X — 45 W 3% 07,

IDSAM Be % Ak oh A 2405 2] BAH O En i, it

M HEFH NERAT 45 IR AR 1 R

%7 |IDSAM 5 InstructionNER B4 S2i& 45 SR 3tk
Table 7 Experimental results comparison
between IDSAM and InstructionNER

F14533
A
k=10 k=20 k=50 FHME
InstructionNER ~ 61.30%  67.20%  76.30% 68.27%
IDSAM 66.33%  70.95%  73.79% 70.35%

IDSAM 5 %t [ 2H [ few-shot 52 56 5 5 %f B
WK 6FT~. fF 50 Shot [ 525 o, IDSAM H
MR B FEM %R . X & KA InstructionNER
M= A4N R RS HATT
AN 25, LR R % S A 28 51 1 4 T fe
1M IDSAM & AT M OCHT B Il 25, 75 SE 50 T 2
WA BT RS R I SR RN, AT TE 2 R AR S
5k gy QORI SCRTIA, A LA NER $2 B2
AR RIAE N B M, B AE A8 R R R ) A
W I E R MRZE . RO B Ar 2t
SEAR ) Ak 55 R AT R, JRAETE AW
NER, K I ARE X — B R AETRE.

0.75F
0.70 -
0.65
(o]
15
20.60F
=
—e— BERT-tagger
0.55F —m— StructShot
—— TemplateNER
0.50F —o—- BARTNER
EntLM
== [DSAM
045 I 1 1 1 1 1 I I I
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Shot

6 IDSAM 5 RZH Y few-shot SEEG 45 T HL
Figure 6 Comparison of few-shot experiments
results between IDSAM and control group
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W Z MR Rz —. &E, UFEAREKR
IF, S S AR S il B A AT R o R AR IR A R
R SFHF A HEKRER R Z —.

RGBSR E D I % & X IDSAM 4 RE (1) 52
Wi . D )% & % IDSAM T BE 1 5% Wit % 8 T
7~, IDSAM ) F1 73405 D W % 8 9 IR AH K
KFE. HEEENLE, MEDHRENHK,
F1 3 33 Kol = AE R B9, X5 Zhang
LU R DL — 8. EVIIEM B, DR N
IDSAM 25 Z 1) 5 B AESES, M
1M 42 2 $2 7+ IDSAM 1) LIl 68 /7 . {HBE & D %
W N, X LA AT RE A R (1
bR 228> . seah, 21D 2 R
IDSAM WA B NK B . fEARSCSER A+, D
M E R E NS AT LRI e R sl s, T AE
SR A a0 o) B a2 D EE TS A ARk — P R A
W5 o

#=8 DHIHEXT IDSAM MAERIELNE
Table 8 Influence of the number of D on
IDSAM performance

Shot D F15741
1 63.23%

10 5 66.33%

10 67.88%

1 69.22%

20 5 70.95%

10 71.13%

1 71.85%

50 5 73.79%

10 74.38%

& Ja s B R A [FJE A D X IDSAM i
LATL SR EUSCR I . LIS AR T8 2271
TR T 5 JE a0 “ <entity type> examples
are: <entity 1>, <entity 2>,---,<entity n>" M3 D
£ 50 Shot SE46 T F1 0 )52 . ASFEE A
DX IDSAM MERE RN IR 9 Fras, 54 D 5%
DI F1 53505 518 73.79% F120.51%, BiH D i)
TE A A2 5200 IDSAM S 241 Re ) SR R 2 —,
WAREL T bR SO S LM A i & A K
aj- AR

#®9 AEFAHE DX IDSAM tEAERISZIE
Table 9 Influence of different forms D on IDSAM

performance
T Shot F14341
JE46 D 50 73.79%
#D 50 20.51%

4.3 HEMESIT AR B BRI R0 TG

WL A A ME B, A R SEAR I
FLEU, IDSAM [¥) Span-F1 43 $UH ¢ 2INER Fl
BARTNER 7 5l & H 1.03% A1 1.72%, JEIH T
BEORE U () SEAR SR EAE /7. A BT 45 %) IDSAM 1
BE IR 52 0 40 3R 10 Frow 200 4l BAT 55 DI 2R 1
IDSAM FHEAL B2l 34T 32 2641 55 I 5 ) IDSAM
) F1 8- T 1.25%, B P 4 B AT 4533047
ZAT 555 > Al $ TF IDSAM (I SEA R B BE 1, M
M0 AT DA BE 44l S35 J 21 J 1 A2 L

10 FHENESSXT IDSAM M EERI RN
Table 10 Influence of auxiliary tasks on
IDSAM performance

TS5 45 Shot F153 %
T 20 69.70%
A 20 70.95%
5 ZERIE

RICHEH T — P BT 482 5 5RO S
A5 B A L IDSAM . BARSKRUE,
FEMLI T S0 AR G5 M SCAR B 2 4l 55 Jd PEFR EX
Hr gl 55 JE e CRPSEfR) $REUTE S5 4 i ]
P A R R, ) 4 A R 45 A SRl PR Ay ot
JRARH NBEAT B3, T SE IR Ml 55 i 1 1)
PEHL. RIS, ARSCRA T — MBS, 4
BN AET LRI S5, FrsEyLElR A
WordNet S 35 36 Mk 5% J& P 1185 Sz 4k & 25T
R, RFAHET RIZALE R0 s L E
KRR, FEH R IR DAG i AR # H T Al
MRHE 22 4 T RN A A R 24P ]
7 BB AT 22 Al &5 IR M . SRR 45 R R
B, BT ERATLH L AR A TE b A 4R b Re 3R
P TR T 0 R PR R A B, S LT HEA L
Refg T2 BT H bR sha A2 Bz Al 55 Ja 14 P
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